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Introduction

In response to Release 3.4, we are pleased to provide a comprehensive guide outlining the
procedures for logging into both RADS and RADS Tableau effective February 26, 2021.

RADS has implemented two important updates to login and navigational procedures:

1) Users with access to both RADS and RADS Tableau are now able to toggle between the
two applications with a new single sign-on enhancement. This greatly enhances usability.

2) A new 2nd Factor Authentication (2FA) process using Google Authenticator is now in
place to improve security.

Note: Users accessing RADS on the ACF network or VPN will have no change in their
login procedures.



Section 1: New User Account Creation & Set-up

New user request forms are sent by an approved ACF employee to the RADS system
administrator. If the request is approved, the system administrator will then complete your
account creation. You are required to use your work email address for all accounts. Users
should reach out to their supervisors and/or HHS/ACF/ORR contacts if a RADS account is
needed.

Annual Required Acknowledgements & Trainings

All RADS and RADS Tableau users must have completed the following acknowledgements
and trainings prior to accessing the system. These are annual requirements and are tracked
from the date of RADS account creation.

e HHS Rules of Behavior
e HHS Required Cyber Security Training - this may be fulfilled by other cyber security
training requirements; please check with your employer

Links to these requirements are also available during the initial sign-on process. The
acknowledgement page (shown below) will not show again until the next anniversary date
of your account creation.

Office of Refugee Resettlement \m Refugee Arrivals Data System

HHS Rules of Behavior and Security training certification




New User Account Set-up Information

Once your account has been created, you will receive two emails from rads@acf.hhs.gov.
The first email will include your user ID and the second will have your temporary
password.

NOTE: The new account email access is only valid for 48 hours. If you do not activate the
account, the invitation will expire. If this occurs, please contact the RADS system
administrator. The contact information can be found at the bottom of any RADS screen and in
the Troubleshooting section of this guide.

Please click here to contact an administrator with any comments.

Once you receive your account login credentials, you can begin your login process. This
process is dependent on the network you use to access the system. RADS will prompt you
through your login process. It is important to follow the instructions that appear on your
screen and use this guide for supplemental support.



Section 2: Account Login & Initial Registration

The RADS and RADS Tableau systems are accessible on both verified and unverified
networks, which is defined by the IP address you are using to access RADS. Simply, a
verified network user is a person attempting to access RADS via a verified or approved IP
address. An unverified network user is a person attempting to access RADS via an
unverified/unknown IP address.

For RADS, the ONLY verified network users are ACF network users. These are users
accessing RADS while on the ACF VPN. Therefore, if you are not on the ACF VPN, you are an
unverified network user. All unverified network users must go through a verification
process called 2nd Factor Authentication (2FA).

Accessing RADS

The system will guide your login regardless of your network. All users begin the login
process on the same screen and with the same first few steps.

Office of Refugee Resettlement " sm Refugee Arrvas Data ystem

Welcome to the Office of Refugee Resettlement.

The information provided using this web site is intended for OFFICIAL USE ONLY.

You are ne ation which includes (1) this computer, (2) th
compute ters ¢ ted t etwork, and (4) all devices and storage

m er on ptwork. T nformation system s provided
fo e only

Step 1: Go to the RADS landing page via this URL: www.rads.acf.hhs.gov
Step 2: Select the blue RADS box to navigate to the RADS login screen

Step 3: Enter your assigned user ID in the textbox provided

Step 4: Enter your temporary or personal password in the textbox provided



http://www.rads.acf.hhs.gov/

e Step 5: Select ‘Login’

Office of Refugee Resettlement

Login Welcome to the Office of Refugee Resettlement.

The information provided using this web site is intended for OFFICIAL USE ONLY.

After clicking ‘Login’ on the screen pictured above, you will move to a new screen
depending on the network access the RADS system detects.

RADS Login Process for Verified Network Users

If you have entered your user ID and password and are then taken to either of the screens
below - the ‘Select Agency’ screen (users with numerous roles in RADS) or to the
‘Welcome’ screen (users with only one role in RADS) - you are on a VERIFIED network. You
are not required to use the 2nd factor authentication. You are now ready to begin working
in RADS.

Office of Refugee Resettlement AL Refugee Arrvais Dta Sys

HOME TABLEAU HELP W Logout |

A freids marked with an astensk (=) are requred

Agency: Select one |

Submit

Welcome

Welcome Lyssa, to the Office of g it's gee Arrivals Data System (RADS)! |

The RADS system allows the Office of Refugee Resettlement to equitably distribute federal assistance to the states for the help that they provide to
Unaccompanied Refugee Minors (URM), Refugees, Asylees, Cuban/ Haitian Entrants, Victims of Trafficking, and Special Immigrant Visa holders
(SIvs).

Last Login Date: Thursday February 25, 2021 at 10:29:11 AM ‘

Use the menu item tabs above to navigate this site and to access the various functions available to your account.




Verified Network NEW User Initial Login

If you are on a verified network but a new user to RADS and/or Tableau, you will need to
complete additional tasks for your first login.

First, you will be directed to change your password. Your new password must meet the
requirements below. Once that is complete, select ‘Submit’.

Password Change

v’ Atleast 8 characters
v’ Atleast 1 number
v’ Atleast 1 lowercase letter
v’ Atleast 1 uppercase letter
v' Atleast 1 special character (|@#$%"&*)

Confirm New Password *

Next, you will acknowledge and certify the required HHS trainings and Rules of Behavior
and select ‘Submit’.

3 Refugee Arrivals Data System

HHS Rules of Behavior and Security training certification




Then you will need to select, and answer, three security questions and click ‘Submit’.

* 0B *»0

Office of Refugee Resettlement i \m Refuge Arrvas Dsta System

Reset Security Questions

After completing these three steps, the new user account set-up is complete. You should be
logged in to RADS and be taken to the welcome screen, as displayed in the previous page.

RADS Login Process for Unverified Network Users

If you have entered your user ID and password and are then taken to the ‘Register TOTP’
screen shown below- you are on an UNVERIFIED network. You are required to activate, or
register, your 2nd Factor Authentication (2FA). It does not matter if you are a new or
existing RADS user.

Register 101P There are two options for your 2FA.

(Time based One Time Passcode)

1. Register TOTP: This option allows you to

RADS provides Google Authenticator as the TOTP (Time-based use the GOOgle Authenticator app on your
One Time Passcode) for the 2nd Factor Authentication. You Smartphone to recelve a Google token to
need to have a smart phone to continue.Please install the . . . . ..
‘Google Authenticator' application on your phone (see image logln. ThlS tOken will dlsplay asab dlglt COde
below for reference). It is available in Google Play and the on your phone that you will enter every time
Apple App Store. you login.
Once you have installed
the ‘Google
Authenticator’ app on
your phone you can 2. Continue using Email: This option allows
proceediby, clicking the you to use your email account to receive a
Register TOTP' button ) .
Google Authenticator  pelow to begin setting PIN number to enter on the login screen. This
up your 2nd Factor must be done every time you login.

Authentication.

Register TOTP

Continue using Email




2FA Option 1: ‘Register TOTP’ or Using the Google Authenticator App
This following process is to register or sync the two (Google Authenticator
app and RADS) by creating a RADS account (token) on the Google
Authenticator app.

The first step is to download the app to your smartphone. This app is
compatible with both iPhone and Android and can be found in both the
Google Play and Apple app stores. Download the app before you attempt to
sign on to the RADS system to save time.

After you have downloaded the app, follow these steps:

e Step 1: When you login to RADS on your computer using your user ID and
temporary/personal password, all unverified users should see the ‘Register TOTP’
screen pictured below.

o Select ‘Register TOTP’:

Kegister 1UI¥
(Time based One Time Passcode)

RADS provides Google Authenticator as the TOTP (Time-based
One Time Passcode) for the 2nd Factor Authentication. You
need to have a smart phone to continue.Please install the
Google Authenticator' application on your phone (see image
below for reference). It is available in Google Play and the
Apple App Store,

Once you have installed

: the ‘Google
Authenticator' app on
your phone you can

‘:"’\_ 2 proceed by clicking the

Register TOTP' button
Google Authenticator below to begin setting
up your 2nd Factor
Authentication.

Register TOTP

Continue using Email




e Step 2: You should now see the ‘Google Authenticator Registration’ screen.
o Here you will be provided with a QR code on your computer screen:

Please enter the Google Authenticator Activation
Code sent to you by email.

Activation Code:

Please open the Google Authenticator app on your
phone, click on + (plus) icon at the top then select
scan barcode and scan the QR code displayed
below

Please enter the Google Token generated on your
phone.

Google Token:

e Step 3: Now you will want to open the app on your smartphone.
o Here you will follow the prompts on the screen in the app to scan the QR
code on your computer:

| » REQUIRED
for this 2FA option




e Step 4: Snap a picture of the QR code via the app on your smartphone. You will then
see a new box on your computer screen with prompts to enter two codes.

Please enter the Google Authenticator Activatior
de sent t u by ema

Google Token:

e Step 5: Activation code
o You will receive an email to the email address associated with your RADS
account. It will provide the initial PIN activation code. This code links your
RADS/Tableau account to the Google Authenticator app and creates your
unique account. Enter this activation code in the box on the screen.

rads@acf.hhs.gov

Here is your activation code

tenti li mail in Inbox folder

I [External: Use caution with links & attachments]

John Smith <

System generated PIN for 2 factor authentication for RADS
This is your 2nd factor authentication for RADS. Login with your password and this PIN.
350759

If you have any questions, you can send an email to christopher.cox@GDIT.com




e Step 6: Google Token Code (in the app)

o Once you scan the QR code, your smartphone will display your Google token
number to enter in the box on the screen.

Google Authenticator

ORR-RADS-TOTP (lyssaTest)

584 139

o NOTE: The Google token will always be a six-digit code in your app. However,
be aware that this token changes every 25 second for security purposes. The
code will begin to turn red when it is about to expire so you need to click
‘Submit’ before it updates to a new code or wait until the new code appears.

**If you enter a code incorrectly or enter an expired code, you will get an
error message and will need to enter the current code displayed in the app.

e Step 7: Once both codes are entered, click ‘Submit.’ That’s it! You are registered.

Google Authenticator - Registration Success
You have successfully registered your Google
Authenticator Token for 2nd Factor Authentication.

Moving forward, please use your Google Token for
2nd Factor Authentication. You will no longer
receive a PIN through email.

Please click on the button below to continue with
your login.




e Step 8: Click ‘Continue’ on the ‘Registration Successful’ screen to begin working in
RADS and you will be brought to either the ‘Select Agency Screen’ or the ‘RADS
Welcome Screen’.

Office of Refugee Resettlement 1 SRl Refugee Arvats Data

HOME TABLEAU HELP ¥ Logou

Al feids marked with an astenisk («) are requred.

Agency’: ~Select one-- v ‘

Submit

Welcome ’

Welcome Lyssa, to the Office of gt s gee Arrivals Data System (RADS)! ‘

The RADS system allows the Office of Refugee it to i federal to the states for the help that they provide to
Unaccompanied Refugee Minors (URM), Refugees, Asylees, Cuban/ Haitian Entrants, Victims of Trafficking, and Special Immigrant Visa holders
(Sivs).

Last Login Date: Thursday February 25, 2021 at 10:29:11 AM

Use the menu item tabs above to navigate this site and to access the various functions available to your account.

Unverified Network NEW User Initial Login

Once your login is complete, if you are new to the RADS/Tableau systems, you will need to
complete a few additional steps to establish the account. First, you will be directed to
change your password. Your new password must meet the requirements below. Once that
is complete, select ‘Submit’.

Password Change

Current Password *

::::rr; T::g:era;faszs:rsrane—s contains 1 number, 1 lowercase, 1 uppercase and 1 special \/ At least 8 characters
New Password * ‘/ At leaSt 1 number

v’ Atleast 1 lowercase letter
v’ Atleast 1 uppercase letter
v' Atleast 1 special character (|@#$%"&*)

Confirm New Password =




Next, you will acknowledge and certify the required HHS trainings and Rules of Behavior
and select ‘Submit’.

Office of Refugee Resettlement A g1 Refugee Arrvals Dota System

HHS Rules of Behavior and Security training certification

Then you will need to select, and answer, your three security questions and click ‘Submit’.

& hq loradsdev0 gditcomy 2/ . . L 9 EH 0O

Reset Security Questions




After completing these three additional tasks the new user account set-up is complete.
Whether you are a new or existing user - at this point all unverified network users should

be Registered with Google Authenticator and logged into RADS. You should see one of these
two screens:

Office of Refugee Resettlement \% g i'g Ta o Refugee Arrivls Data §

HOME TABLEAU HELP W Logout

Select Agency

All fieids marked with an asterisk () are required.

Agency”: —-Select one— ~

Submit

Welcome

Welcome Lyssa, to the Office of Refugee Resettlement's Refugee Arrivals Data System (RADS)!

The RADS syslem allows the Office of Refugee Resettlement to equitably distribute federal assistance to the states for the help that they provide to
Unaccompanied Rerugee Minors (URM )‘ Refugees, Asylees‘ Cuban/ Haitian Entrants, Victims of Tramcklng, and Special Immigrant Visa holders
(SIVs).

Last Login Date: Thursday February 25, 2021 at 10:29:11 AM

Use the menu item tabs above to navigate this site and to access the various functions available to your account.




2FA Option 2: ‘Continue using Email’ or 2FA Pin via Email

If you select the ‘Continue using Email’ option - after entering/submitting your user ID and
temporary/personal password on the login screen - you will need to request a RADS
generated PIN. Once you have selected the email notification option, RADS will send you a
PIN via email.

2 Reply G2 Reply All (3 Forward S&IM

rads@acf.hhs.gov
2nd Factor PIN for RADS

Retention P Email in Inbox folder will be deleted at 60 days of age! (60 d Expires 5/17/202 A

I [External: Use caution with links & attachments]

Jane Doe

This is your RADS system generated PIN to complete your 2nd Factor Authentication. Enter the PIN
generated below on the 2nd Factor Authentication page.

If you have any questions, please contact System Administrator at christopher.cox@GDIT.com

NOTE: sometimes PIN emails are sent to junk or spam folders or blocked by your company’s
IT department. If you do not receive the PIN, you will want to check those two places first. If
neither is the case, you should reach out to the RADS system administrators by clicking the
link at the bottom of any RADS screen.

Once you have received the email, you will enter the PIN from the email into the provided
textbox in RADS. Then Click ‘Submit’.

2nd Factor Authentication (PIN)

Please enter the PIN sent on the email address on the
record

PIN




e Incorrect PIN: If you are receiving the below error after entering your PIN, double check
the PIN you are entering or copying/pasting into the textbox. If the PIN entered appears to
be correct, you will want to then try another PIN. In order to get a new PIN, you will need to
begin the process again by logging in and selecting the ‘2FA PIN via email’

e Correct PIN: Once you enter the correct PIN, you will be taken to the next screen. If
you are a user with numerous roles in the RADS system, you will see the ‘Select
Agency’ screen. If you have only one role in RADS, who will see the ‘Welcome’
screen.

Unverified Network NEW User Initial Login

If you are a new user or need to reset/reinstate your account, you will need to change your
password. Anytime you receive a temporary password from RADS your first prompt when
you login to RADS will be to change it.

Password Change

Current Password *

Password must be at least 8 characters, contains 1 number, 1 lowercase, 1 uppercase and 1 special
character (|@#$%~&")

New Password *

Confirm New Password *

If you are new user, you will also be prompted to acknowledge and certify the required
HHS trainings and Rules of Behavior and select ‘Submit’.

Office of Refugee Resettlement " 43l Retogee Arrivals Data System

HHS Rules of Behavior and Security training certification
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Then you will need to select, and answer, three security questions and select ‘Submit’.

Reset Security Questions

yellow

Security Question 3 =




Section 3: Ongoing Account Login with 2FA

Once you have established your 2nd Factor Authentication, you will now use it to login to

RADS every time.

Note: Verified users (ACF network) have no change in their login procedures. They
do not need to establish their 2nd factor.

e Step 1: Go to the RADS landing page via this URL: www.rads.acf.hhs.gov

Office of Refugee Resettlement

Refugee Arrivals Data System

Welcome to the Office of Refugee Resettlement.

The information provided using this web site is intended for OFFICIAL USE ONLY.

You are ace

2 US. Govemment information system. which includes (1) this computer, (2) this

omputer network, (3) all computers connected to this ne:
media attached to this network or a computer on this

and (4) all devices and storage
. This information system s provided

for US. Government-authorized use only

zed or improper use of this system may result in disciphinary action, as well as cvil and

ng o stored on this infom
Any communication or data transiting of stored on this information system may be

disclosed or used for any lawful Government purpose.

e Step 2: Select the blue RADS box to navigate to the RADS login screen

Office of Refugee Resettlement

Login

Username *
Password *

Forgot password?  Forgot usemame?

Don't Remember Login

Welcome to the Office of Refugee Resettlement.
The information provided using this web site is intended for OFFICIAL USE ONLY.

You are accessing a US. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers
connected to this network, and (4) all devices and storage media attached to this network of a computer on this network. This

nformation system is provided for U.S. Government authorized use only

Unauthorized or impropet use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following

You have no reasonable expectation

of privacy regarding any communications or data transiting of stored on this information

system time, and for any lawful Government p

0se, the government may monitor, intercept, and search and seize any

communication or data transiting ot stored on this in on system

Any communication or data transiting or stored on this information system may be disclosed or used for any lawful Government
purpose.

20
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e Step 3: Enter your assigned user ID in the textbox provided

e Step 4: Enter your personal password in the textbox provided

e Step 5: Select ‘Login’

e Step 6: Select one of the three options for your 2nd Factor Authentication

Option 1 Option 2 Option 3
. Lost Token; . .
Submit Google Token Send 2FA PIN in Email

Re-register Google Token

Continue with the use of the
Google token you have already
registered in your app. For this

option, all you will need to do on
this screen is enter that 6 digit
token that appears in your
Google Authenticator app and
select ‘Submit’. Note: This is the
preferred method for 2FA.

If you have for some reason lost
your previously registered token
or gotten a new phone you will
need to re-register your token.
Here you will select ‘Lost Token;
Re-register Google Token’ and
continue on with the prompts
following the directions listed out
in section.

This method is also in section
2. Here you will select ‘Send
2FA PIN in Email’ and follow

the steps listed in the
previous section.

work related accounts.

NOTICE: Before re-registering any new tokens you should be sure and
delete any ORR-RADS token accounts listed in your phone app. RADS
will only except the most recent token created. There is also an ability
to label the tokens in the app if you have numerous tokens for other

21




Section 4: RADS Tableau Navigation

For users with access to both RADS and RADS Tableau, we have added a single-sign-on
enhancement. This new feature allows users of both systems to toggle between the two
systems with ease. You no longer have to login to two separate systems to view your data
because the single-sign-on feature is just that... one sign-on.

We have also added Tableau to your top bar menu once you have logged in. You can use the
tabs at the top of your screen to jump from your work in RADS to view Tableau dashboards
with minimal clicks.

Office of Refugee Resettlement

HOME TABLEAU HELP ¥

22



Section 5: Signing out of RADS with Single Sign-on

It is critical to properly sign out of both RADS and Tableau. Logging out of RADS will only
log you out of RADS. Logging out of RADS Tableau will only log you out of RADS Tableau.

To log out of both RADS and RADS Tableau you must CLOSE your browser. So if you are in
Google Chrome you will need to completely close your window to log out of both systems.
Until a user closes the browser they remain authenticated.

\/ Logs you out of Tableau

Logging out of Tableau % Does not log you out of RADS

Logging out of RADS o/ Logs you out of RADS

v Logs you out of Tableau

e
—

c X Does not log you out of Tableau
e

|

s ./ Logs you out of RADS ‘

Closing the browser

23



